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Abstract representation of the commitment between the debtor and

the creditor. While this can produce interesting infornatio

. about the failures due to misalignments, it fails to explain
teractions among autonomous agents can be con- commitment violations when the debtor and creditor have
veniently captured by so called Interaction Proto- identical beliefs about the commitment(s) that exist betwe
cols (IPs), _vvh|ch spe<_:|fy rules for the creation of them[Chopra and Singh, 2009
contracts (i.e., commitments) _betvveen the agents In this paper, we adopt a representation of the IPs closely
involved in the protocol execution. Unfortunately, inspired by that of Desaiet al., 2005, where, although the
the diagnosis of protocol violations is hindered commitments existing between any two agents and the mes-
by the fact that IPs do not specify why an agent sages exchanged among them are publicly observable, the
may fail to comply with its commitments. In autonomy of the agents is ensured by keeping their internal
this paper, we define IPs ascalculus processes, policiesprivate®. In particular, we define IPs ascalculus
where the agents behavior is associated with the -, cas5es, where the agents behavior is associated with the
outcomes of decisions made by applying internal outcomes of decisions made by applying internal policies.
policies. While the agents keep their internal poli- The public knowledge of relations between behaviors and
cies private, t_he public knqwledge of relations be.— decisions allows for a definition of diagnosis that takes int
tween behaviors and decisions allows for a defi- account the decisions made by agents in explaining commit-
nition of diagnosis that is more explanatory than ment violations. This yields explanations significantlymmo
previous ones in the literature. informative than the mere detection of violations provided

by monitoring.
1 Introduction The paper is structured as follows. In section 2 we
Many multiagent processes involving complex interactions g;ﬁjﬁ?euzggkﬂofﬁgd pO;pL?t?gafgspeggiogsls aggg{;gn 3

among autonomous agents (most notably, business pro:- L ,
cesseg that involve mugltiple t(>usiness actgrs) can be C%npresents a motivating example that will be used throughout

veniently captured by so called Interaction Protocols)(IPs :jheetapiﬁgﬁrr rtg "rlgssgrita%gﬁro?ﬁgrsoﬁﬁgiugiicngneigeasﬁgbc%SnT
[Desaiet al, 2009. Unlike the classic workflow-based P ’ 9 ag

mitments. Section 5 introduces formal definitions of Di-
models[Van Der Aalst and Van Hee, 20)such proto- . agnostic Problem and Diagnosis in the context of IPs, and

cols are specified at a more abstract and distributed level, i ; .
section 6 presents our approach to the computation of such

terms of rules for the creation (and possibly other manipu-=; . . . ;
lations) ofcommitment§Castelfranchi, 1995; Singh, 19b9 diagnoses with the help of Model-Checking. Finally, settio
7 reviews some related work and illustrates future research

between the agents involved in the execution of an instancedirections
of the protocol. Each commitment can be thought of as a '

contract, and specifies a condition that an agéritiebtor)

commits to bring about for an other agetit(creditor); e.g.,, 2 Background

a customer commits to pay for an item when such anitemis2 1 |nteraction Protocols

de\l/l\\//ﬁirlzd. iven suitable observations. it can be relativel An Interaction Protocol (IP) describes a pattern of behav-
strai htf’org ard to monitor the status E)f commitments d ?’ ior that an agent has to follow to engage in a communica-
'9 W ! u ! U™ tive interaction with other agents within a multiagent sys-

ing the protocol execution, and detect commitment viola- tem[Fornara and Colombetti, 20p3n this
. . ) , paper we adopt
tions[Robinson and Purao, 2009; Kafali and Yolum, 209 a commitment-based interaction protocol; such a protocol

things get more complicated when it comes to derive some

kind of explanation (i.e., diagnosis) for such violatiomte specifies a set of roles, the set of messages they can ex-
; P lon {I.€., diag ; change, and the meanings of such messages expressed in
main obstacle lies in the fact that IPs only specify when

agents commit with each other, and what such commitment terms of their effects on the commitments among the agents

are; but they do not capture why an agent may fail to complysplaylng the specified roles.

with (one or more of) its commitments. Some researchers 1y [Desaiet al, 2009 the authors propose to describe and

[Kafali and Torroni, 201Rhave proposed to explain the vi- possibly share on the Web IPs through OWL-P, a OWL ontology
olation of a commitment in terms of a misalignment in the for protocols.

Many multiagent processes involving complex in-
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A commitment is represented as: . .
Figure 2: Basic syntax of the-calculus.

ce(x,y,p, q)

where the debtor agent commits towards the creditay Let us briefly review such a syntax by putting it at work
to bring about the consequent conditigrwhen the an-  ithin our context. In particular, consider how (a part of)
tecedent conditiop holds. In this paper, we shall assume a Seller agent taking part in a Interaction Protocol could
that antecedent and consequent conditions are unary predbe represented im-calculus (adapted frortDesaiet al.,
catesp(.), q(.). 2009):

A commitment has a state that evolves over time accord-
ing to the events that occur in the system. The commitment  Seiler(rfq, quote, accept, reject) def (new quote_pol)

life cycle is formalized if Telanget al, 2011; in this paper fq(g).
we adopt the simplified life cycle showed in Figure 1. (Quote, (quote_pol)|
A commitment isconditional when it is created by (quote_pol(g).quote_pol(g, p).
its debtor agent. In such a state the debtor agent is not re- quote(g, p).(accept(g', p') + reject(g’, p'))))

quired to bring about the consequent condition since the an-

tecedent has not occurred yet. In principle, however, the The parametersfq, quote accept andreject of the pro-
debtor could produce the consequent, and hence satisfy theess definition are the channels through whicrakerwill
commitment, even though the antecedent is missing. Sinceommunicate with other agents (e.Buye); while the lo-
antecedent and consequent conditions could be associatezhl channetjuotepolis used bySellerto communicate with
with temporal constraints, as exemplified iKafali and Tor- its own internal quoting policy, that given an itendecides
roni, 2013, a commitment can alsexpire ; specifically, its pricep. Note that the send action on thjeotechannel
this happens when the antecedent condition does not ocis represented a@u/(ﬁe instead ofquote, meaning that the
cur before a predefined deadline. On the contrary, Whenmessage is broadcast to all processes reading oqudme
the antecedent occurs a conditional commitment becomeghannel. This is needed for tracking the state of commit-
detached , oractive . This means that the debtor isnow ments, as we shall see below.

obliged to bring about the consequent lest being sanctioned The process starts by receiving the iterto quote from
by the creditor. A detached commitment can also be rewrit-channel rfg; it then activates its quoting policy process

ten as ebasecommitment Quote, (passing the local channel needed for communica-

ce(z,y, T, q) = c(z,y, q) E@on as a parameter), in parallel with a sequence of other ac-
ions. Such a sequence starts by sendiog thequotepol

In case the debtor fails in producing the consequent, thechannel, and receiving the pripeeturned byQuote, from

commitment evolves into theiolated  state; the com- the same channel. Then, the pricés sent to all the pro-

mitment issatisfied , otherwise. In this first proposal, cesses reading on tligiote channel, including thé&uyer

we do not consider temporal constraints on antecedent andrinally, theSellerwaits for the decision of thBuyerto ar-

consequent conditions. Moreover, followigafali and rive from either theacceptor rejectchannel.

Torroni, 2012, we assume that eoupledknowledge Base Similarly, the corresponding part of tiBaiyermay be de-
KB, ; exists between each pair of agents A; that in-  fined as follows:

teract in the IP. These knowledge bases assure that both

agents involved in any commitment are capable of inferring Buyer(rfq, quote, accept, reject) o (new rfq_pol, acc_pol)
the existence and the state of the commitment binding them, (RFQ, (rfq_pol)]|

by observing the occurrence of relevant events for the cre-  (7fg_pol.rfq_pol(g).7fq(g).quote(q’, p’).

ation and satisfaction/violation of the commitment. On the  (Ace,{acc_pol)]|

other hand, we do not assume that the events relevant for  (acc_poi(g’, p’).acc_pol(g”,p", res).

a commitment are also observable by agents which are not ([res=yes] ag;pt(g"’p”) + [res =no] r@/jzct(g"’p”))))))
involved in that commitment.

As above,rfq, quote accept andreject are channels for
2.2 m-calculus exchanging messages between agents. The agent activates
As we shall see, in this paper we model Interaction Pro-its request policy?F'Q),, (which determines when the Buyer
tocols asr-calculus processes, following an idea proposedwill need a quote, and for what ite) and, after receiv-
in [Desaiet al, 2003. In the w-calculus[Milner, 1999, ing the quote pricey’ from the Seller, it activates its ac-
the basic entities are concurrent, communicating prosesse cept/reject policydcc,. TheBuyeragent may take two dif-
Such processes can evolve by performamgions namely  ferent paths based on the decisiesreturned byAcc, on
sending and receivingamesover channels Figure 2 sum-  the accpol channel; such alternatives are guarded by suit-
marizes the syntax of-calculus. ablematchconditions on the value oés



3 Motivating Example 4 Modeling Interaction Protocols

Let us consider a simple example on how this can help diag-As said above, we use-calculus to model Interaction Pro-
nosing commitment violations. ConsideBaokstoreagent  tocols. Let us start by defining how a role participating in
(inspired from[Kafall and Yolum, 200D, with the follow-  the interaction protocol is modeled. FollowifGesaiet al,
ing (simplified)r-calculus definitiof: 2004, we name such a representation Role Skeleton.

Bookstore(pay, orderdel, deliver) <L Definition 1 A Role Skeleton is a-process:

pay(bk).ProcessOrder{orderdel, deliver, bk, 1st) def

Role(chy, ..., chy) = (new pchy, ..., pchg) Prote
ProcessOrder (orderdel, deliver, bk, ent) = (new po_pol) wherechy, . .., ch, are the (global) channels through which
(ProcOrdery (po_pol)| Rolecommunicates with other agents, whiléh , . .. , pch,
(po-pol(bk).po-pol(bk, res). are the (local) channels through whiole communicates
([res =ready] orderdel(bk) + with its internal policies.
[res =wait][cnt =1st] We require that the interactions of the agent with its ingrn
ProcessOrder(orderdel, deliver, bk, 2nd) + (local) policies follow this scheme:

[res =wait][cnt=2nd] de/li\ver(no))))

TheBookstore BSvaits for a book payment to arrive on the ( <pCh>_‘(pCh(x1’ ) pc_h(xl’ @2 4)-Feont)) _
pay channel, and then goes on to process the order (call tovhere LP is the process that implements the local policy,
ProcessOrder The process calls the local policy process Which echoes back on teh channel the input parameters
ProcOrder, and, in parallel, it queries such process about 1, - - -, ¥x received from theRole, and returns a result in
bk through thepo_pol channel, receiving sesult: either a  theyvariable. o

large enough batch of orders have been receireatif) or ~ Moreover, we require that thieoleexplicitly models through
not yet (Na|t) In the former caseProcessOrdesends the thematchc_onstruct the Influer_lce of the Internal pollcy result
order to theShipper SHhrough theorderdelchannel. Oth- 0N the choice among altgrnatlve continuations of its preces
erwise, it tries one more time (wittntbound to2nd) and,  i-€., Peont has the following form:

if the policy asks to wait again, it fails (sendimgp on the _ _

deliver channel). Note that it is important to explicitly as- y=vlPrt. oty = vm]Po
sociate a value aksto each alternative path, in order to be ~ We assume the adoption of theatchconstruct to make
able to track the decision outcome that cause8thekstore  explicit the causal relation between internal policies and

agent to choose one path over another one. agent's behavior, so as to facilitate diagnosis.
The interaction protocol betwed&Pustome(CS) andBS We will denote the Agent process corresponding to an
contains the following conditional commitment: agentA; as A;; such a process is simply an instantiation
, R{chi,...,ch,) of a Role SkeletorR. While in general
cppr = cc(BS, CS, pay(g), deliver(g)) more than one agent may play the same role within a given

stating that, ifCSpays a good), thenBSguarantees thaj IP, we shall assume for simplicity that each role is played by
is delivered (eventually). Such a commitment becomes ac-£Xactly one agent.

: - “ Also commitments can be modeled ascalculus pro-
tive whePBSactuaIIy rece|ve.s a name (e.gp7 for “Harry cesses. ComparediDesaiet al, 2004, we want to explic-
Potter 7”) on thgpaychannel:

itlyfmoldel th((je state transitions of eacE corkr:mlitfment,lin ofrdﬁ

: to facilitate diagnosis. We assume that the life cycle of the

cc(BS, CS, T, deliver (bpT)) commitment cagn touch statesnd (conditional),ac}[/ (ac-
Let us assume that, at some later time, the commitmentive), sat (satisfied), andiol ~ (violated) (see Figure 1).

is violated, i.e. a messaggliverio) is generated by some A commitment is then modeled as the folowingealculus

of the agents. In such a cas@Smay askBSfor what hap- ~ Process: w

pened. In turnBSconsiders the trace of labels of its behav- ~ CC(id, deb, cred, ant, aok, cons, cok) =

ior: (new aval, cval, st).id(st).
- ((cons(cval).
pay (hp7).po_pol(hp7).po_pol(hp7, wait). ([eval # cok)(CCY. . ) id(viol))+
po_pol (hpT).po_pol(hp7,wait).deliver(no) [cval = cok)(CCY(. . )|id(sat))))+
(ant(aval).

figuring out that its local policy has asked twicevait for ~
more book orders before contactiDgL for actual delivery. ([amllf ao:} (gCC(' ) |%l(cond))+

It also realizes that, if it got the alternative repiady at [aval = aok](CC(. . )|id(act)))))

least once, there would have been a path to satisfy the conwhere:

sequenteliverfip7). The sequence of internal decisions 4 id is the unique name of the commitment

that caused the violation is therefore: ¢ deh credare the debtor and creditor wof

e antis the unary predicate of the antecedent condition

If it wishes soBScan return t€CSsuch a sequence (or some of id
message derived from it), which explains the violation with e aokis the value that satisfies the antecedent condition

the fact that it was waiting for more orders. e consis the unary predicate of the consequent condition

?In the original example, the commitments rdehdlinescur- of id
rently, we only deal with atemporal commitments. e cokis the value that satisfies the consequent condition

po_pol(hp7,wait).po_pol(hp7,wait)



The process starts by receiving fratithe status of the com-
mitment. Then, it either receivescaal for consor anaval
for ant In case it receives a valugval for consthe pro-
cess calls itself recursively transitioning to steg if cval
is equal to thecok value, and to stateiol otherwise. In
case, on the other hand, the process receives a aahléor
ant, it transitions to statect if avalis equal toaok and
back to stateond otherwise.

Let us now define the coupled Knowledge-Basesras
calculus processes.

Definition 2 A KB Skeleton is a-process:
KB(r1,72,chy,...,ch,) = (PR;|...|PR,)

PR; = ch(¥).(CCid;, rj, ., .. .)|id;(cond))

where:

® chy,...,ch, are the (global) channels through which
KB communicates with the roleg, r2

e eachPR; is a Protocol Rule that, when a chanrzi
receives an array of values, creates a new commit-
mentid; in statuscond with debtorr1 and creditor
r2 Or vice versa.

Example 1 Let us consider the commitment g, intro-
duced above in the Bookstore scenario, and see how th

and the customer CS:
(CClcprr, BS,CS, pay, hp7, deliver,hp7)|cprr(cond))

The KB, without requiring the arrival of any specific mes-
sagech(v), immediately creates a proce§%” whose name,

cpEeL, 1S indeed a channel used to trace the state of the com-

mitment itself. At the beginning, the commitment is condi-
tional and this state is broadcast to all entities interekste
in knowing it (with actioncp g (cond)). The KB passes
to the new commitment process two chanmpalg and de-

with the default valueno. The commitment process takes
the path:
[cval # hp7](CCH.. .Y cprL(viol))

meaning that the commitment state has now evolved into
vi ol at ed.

An Interaction Protocol is simply given by the parallel
composition of a set of instances of Role Skeletons and KB
Skeletons.

Definition 3 A multi-agent Interaction Protocol (IP) is&-
process:

where each agent procesgs is an instance of a Role Skele-
ton participating in the protocol and each KB proceSs; ;

is an instance of a KB Skeleton.

5 Diagnostic Problems and Diagnosis

A Diagnostic Problem is posed to an ageitwhen a com-
mitment involving A; as debtor is violated.

Definition 4 A Diagnostic Problem for agem; is a tuple:
DP(A’L) = (IP> CC(A’L" Ajapv q)a O3, {01,7})

é(vhere:
commitment is created by the KB binding the bookstore BS e

ZPis alP process

cid = cc(A;, Aj,p,q) is a violated commitment with
debtor4;

o, is the trace of all the actions performed by process
A; so far

eacho; ; is the trace of all the actions performed by
processCB; ; so far

The system is represented by an Interaction Protocol pro-
cessZP, while the available observations include both the
trace of actions; performed byA; and the actions; ; cap-

liver, through which the commitment process can observeyring the creation and evolution of commitments between

the behavior of bookstore and customer. Specifically
captures the “paying activities” of the customer, whereas
delivercaptures the delivery of the required item to the cus-

tomer. The KB also passes two values, namely the argu-

A; and other agentd ;. We assume that observationssin
ando; ; are timestamped, so that we can define a merged
trace:

Opp = Ay ...0ap

ment that makes the antecedent condition satisfied in order

to make the commitment evolve imot i ve, and the ar-
gument that the consequent must take to consider the co

pays forhp7 and since she wants it delivered, both values
arehp7.

Let us now suppose that the customer actually pays for

m
mitment as satisfied. In our simple case, since the customer

where thea;s are the actions appearing in traegsand
0;.;S, ordered by their timestamps (with ties arbitrarily re-
olved).

Comparing the present definition with the classic Model-
Based definition of a Diagnostic ProbldReiter, 1987

(SD,COMPS,0BS)

the requested item. Such an event is observed by all the

processes waiting on channgdy, namely, the bookstore,
and the commitmentpgy. Within the commitment pro-
cesscprr, the reception of this event initializes valaeal

it is natural to mapSD (System Description) t@P, and
OBS (Observations) to tracep p. It is somewhat less ob-
vious to find a counterpart for the assumabie@M PS,

ashp7, and consequently the commitment process evolve@nd more generally for the Diagnoses that, in classic MBD,

along the following execution path:
[aval = hp7](CC{...)|cprL(act))

which actually consists of a recursive call of the commitmen

process where, this time, the commitment state is evolved t

acti ve.

are just minimal subsetd of COM PS s.t. the assump-
tion of the abnormalityA B(c) for eache € A is consistent
with SD andOBS. In our context, a (Candidate) Diagno-
sis consists of a sequence of: choices madd jxelying on
its local policies, values received by;, and commitments

Qiolated by other agents.

Assume now that the for some reasons the delivery of thd€finition 5 A Candidate Diagnosis for proble®P(4;)
requested item does not occur; that is, we have evidence thaf & Sequence:

the delivery will never happen. This is captured by recgjvin
a message on channdeliver, which initializes valuecval

A=01,....0m
s.t. A is a projection ofop p Where eacld; is either:



e a receive actiorlp(in, out) where a local policy has ~ Diagnos&A;, IP;, cid, opp)
returnedout 1. A«

] ) 2. while not done™o
e areceive actionth(v) where some agent has sent

0+ head(po)
e a violated commitmentid’(viol) whose creditor is opp < tail(cpp)
A;

p0|9<_(5:lp($ll7axk7y)) .
In order to be a (correct) Diagnosis, a @Dmust entail V'OI,;? < %5_‘ C]jd (viol) and credgid’) = 4;)
the failure of commitmentid, and it must be minimal (i.e., rev? e (5= ch(vy,. .., vp))
no prefix of A entails the failure of commitmenid).

ONOoO G A~®

handle?— pol? or viol? or rcv?
9. if handleZhen
Definition 6 A Diagnosis for problenDP(A4;) is a Candi- 10. A—A-§

date Diagnosis: 11. done?« Check(P;, A, cid)
A=01,...,0m 12. endif
s.t. 13. end while
14. return A

1. all executions of IP processP that contain sequence
A eventually violatesid

2. for each prefix ofA, there exists at least one execution
that does not violateid

Figure 3: The diagnostic algorithm.

First of all, the diagnosia\ is set to the empty list. The

. ‘ flow then enters avhile loop that will consume one actiah
6 Computing Diagnoses at a time fromo p p, until thpe diagnosis has been found (i.e.,
Before presenting the diagnostic algorithm, we must dscus flag done? has been set t0).
how the Local Policy processesP invoked by the agent After updatingsp» (by removingd), the algorithm com-
processesd are modeled. Local Policy processes are prob-putes the values of three boolean expressions, that corre-
lematic because, on the one side, the aggnperforming  spond to the three cases of Definition 5 in whitkhould
a diagnosis needs a global point of view; on the other side,pe added to the diagnosis. More specifically:pol? is T
each agent desires to keep its local policies private. Te cop iff § is a receive from an internal policy processyl? is T
with this problem we propose to implement both a private iff s is the violation of a commitment that some agent has

and a public view of Local Policies. made toA;; andrcv? is T iff 4 is a receive from some other
Definition 7 A Local Policy SkeletonLP(pch) is a n- agent. If any one of the flags s, we must handle the action
calculus process that is eithergrivateor a public repre- 0 (handle? flag settoT). o o

sentation of a LP of a role: Just becausé has one of the forms listed in Definition

5, it must surely be part of the diagnosis, &6 added to
A. Itis less obvious whether the updatAdsatisfies condi-
tion (1) of Definition 6, i.e., whether all executions BP;
def with a prefix containing sequenck lead to a violation of

LP(pch) = peh(zyy. . a). cid. In order to answer this question, the algorithm calls a

(determine y from xy,. .., a).pch(z1, ..., 2, ¥)  procedureCheck which returnsT iff condition (1) is satis-
fied. Itis easy to see that, in such a case, the current value of
A represents the diagnosis for the given problem, thus the
done? flag is set toT, and the algorithm exits thehile loop

e priv: is any implementation that computes the output
y as a function of the inputzy, . .., zx)%:

e pub: is an implementation that chooses its output non-
deterministically from a predefined s@};, . ..,y }:

LP(veh) % ooh returningA.
J(peh) = peh(as, - ak). The Checkprocedure is implemented through a call to
(peh(zys s ks yr) + oo+ peh(za, - s y1) an external Model-Checker. In our current implementa-

tion, we have used the SPIN Model-Checkelolzmann,
S1991. Since SPIN requires that the system model is ex-
pressed in the PROMELA language, first of all we translate
our w-calculus processes in PROMELA. Given the expres-
sive power of PROMELA, this can be done quite straight-
forwardly, as explained ifiSong and Compton, 2003

The SPIN Model-Checker is able to verify the validity of
LTL (Linear Temporal Logic) formulas w.rt. PROMELA

Thus, to guarantee the autonomy and privacy of agent
that participate in the protocol execution, each agertas
its own specific representatic]P; of the Interaction Pro-
tocol. In particular, the internal policies of; are modeled
in ZP; through fully specifiegriv LP processes, while the
internal policies of the other agents, that are unknowAto
are modeled throughub processes. A Diagnostic Problem

submitted tad; will therefore be solved usingp; as the IP system models. In particular, the truth of an LTL formyla

model. is evaluated w.r.t. a stateof a (possibly infinite) sequence
The algorithm adopted by to solve the problem is de- of statesy = (sgs; . ..), where each state is an evaluation

icted in Figure 3. It takes as inputs the diagnosing agent ¢ o :
[341-, its w—caI%qus modeZP; of thepIP, the idengtjifiebidgof 9ot a set of atomic proposition¢ P. The formulay consists

the commitmentc(A;, A, p, q) violated byA;, and the se- of the atomic propositions il P combined with the usual
(2 Y 4] (2]

quencer p p which is the ordered merge of the tracesand {DrOPOS'“O_PagICOF”eC“V%' V, -, plus somenodalopera-
0:,;S (see section 5). ors (see Table 1).

Given the PROMELA translatiofP” of a w-calculus
3In general, more than one valgemay be derived given an mModelZP, we can ask SPIN to check whether an LTL for-

input (z1, ... ,zx), depending on other state variables. This point mula ¢ is valid, i.e. if it is true in the initial state, of

does not impact the current discussion. all sequence& corresponding to the possible runs of the



Oy  (nextyp) holds ins iff ¢ holds in the state’ Of course, the diagnosis depends on the content of the two

nexttosin X o traceso(BS) and ops.cs. In this first case, we assume
Op  (always ¢) holds in s iff for each s’ that that the bookstore is directly in charge of the delivery; it
comes aftes in X: ¢ holds ins’ follows thatBS interacts only withC'S, and only the trace
Oy (sometimep) holds ins iff for some states’ ops.cs in the KB shared between these two agents has to
that comes aftes in : ¢ holds ins’ be considered. The two traces are merged into a single trace
opp Where event ordering is maintained, and let us suppose
Table 1: LTL Modal Operators that such a trace contains:

pay(hp7).po_pol(hp7).po_pol(hp7,wait).

systemZP”. The formulay that we need to check can be I ] -
po_pol(hp7).po_pol(hp7,wait).deliver(no)

semi-formally expressed as follows:

(1) nosisA consists in finding the minimal prefix ef, p that
where A and cid are, respectively, the (partial) diagnosis €entails the violation of the commitment. Thus the first Can-
and the commitment passed to tBeckprocedure. The didate Diagnosis that i€hecled is A= {pay(hp7)}, which
above sentence can be read as: if a stdtereached after s translated into the following LTL formula :
the sequence of actiods have happened, then the run even-
tually reaches a staté wherecid is violated. It is easy to

see that, if this is guaranteed to happen for any runff’, stating that, for all executions cfP g, if a state satis-

A is the diagnosis. fies (pay_iny = hpT7), then some later state will satisfy
In order to encodeA in an LTL formula, we must cidppy(viol). Since this initial candidate diagnosis does

consider that during the translation of tH&”> model to  not entail the violation, the SPIN engine returhsand the

O((pay-iny = hp7) — <O(eprr = viol))

PROMELA, we introduce the following state variables:  Candidate Diagnosis is incrementally extended by consid-
e for any actionip(in, . . ., iny, out): variableslp_in;,  €ring the next events in the, p trace. _ o
..., lp_ing, lp_out, set with the values received from In thls simple example, the only posmble explanation is
channelp to consider the trace p p up to the secondait , and con-
« for any actionch(in,, .. ., iny): variablesch_ini, .. ., clude that the cause for the commitment violation is due to

the BS internal policy. More specifically, the candidate that

ch_iny, set with the values received from chanaokl turns out to be the actual diagnosis is:

o for any actioncid’(viol): a variablecid’ set to name
viol pay(hpT).po_pol(hp7,wait).po_pol(hp7,wait)

In other words, we introduce a set of state variables for de-,,hi~h ; .
L ) ! ! which is translated to the following LTL formula:
scribing the effects of the actions that appeaAinWe can chis translated to the following ormuia

then define the antecede®(A) of the semi-formal LTL O((pay_in; = hp7)A
formula (1) recursively as follows: O((po_pol_ing = hpT A po_pol_out = wait)A
lpini =ui A... Alpoout =v A = Ip(d,v) O(po_pol_in; =hp7 A po_pol_out = wait))
(I)(A) N chiiny =ui A ... ANching =up A= Ch(ﬁ) — <>(CDEL = ViO:L))
- cid' = viol A = cid'(viol) , . . .
B(8) A O(B(A)) A=g. A Namely, theBS’s choice of waiting twice for more books

to be delivered has caused the violation of the commitment
The definition states that, ik only contains an action, the ¢p ;.
anteceden®(A) is a set of equalities that encode the action et us now consider a different scenario whérs relies
using the state variables introduced above. If, on the othefon a shipperSH for actually delivering the ordered books.
hand,A is an actiors followed by a suffixA’, then®(A) In this case two commitments are created. The firgbis,,
consists of the encoding éfconjoined with the request (ex-  as before, the second has the following shape:
pressed with>) that eventually also the redt’ will happen.
The LTL formula (1) above is then refined to the follow- ¢ppr = cc(SH, BS, orderdel(g), deliver(g))
ing: . . .
. In this scenario, as soon aiS gets payed for a boog, it
. D((I_)(A) - O(cwf = viol)) orders the delivery of the book to the shipg#il, that will
By evaluating this formula with SPIN, we perform the pein charge of the delivery to the customer. The bookstore is

Checkon A required by the diagnostic algorithm. still committed towards the customer that, whenever a pay-
Example 2 Let us go back to the bookstore scenario, and mentis made, the requested object is delivered (commitment
consider the commitment cpgr), but its internal policy no longer requires it to wait
. for more objects to be delivered. We assume, however, that
¢per = c¢(BS, CS, pay(hp7), deliver(hp7)) S H has some policy that makes that particular delivery fail.
existing between bookstorBS and customerC'S. Let In such a case, the custometS will complain with BS

us now assume that the commitment state evolves téhathp7 has not been delivered as expected;s, vio-

vi ol at ed. Of course,C'S, being the creditor, wants to lated as before. Againi3$ is in charge of solving a diag-
know why the commitment has been violated. The booknostic problem since it is the debtor of an observed violated
store, being the debtor of the violated commitment, is in commitment. The diagnostic problem now has the following
charge of solving the following diagnostic problem: shape:

DP(BS) = (IPBs,cpEL,0BS,{0Bs,cS}) DP(BS) = (IPgs,cpEL,0BS,{0BS,cS:0BS,SH})



In this case BS also considers the KB shared wittf7, and currently deal only with atemporal commitments, while re-
combining the three traces included in the problem it yields alistic scenarios tend to associate deadlines (or even feas

the following trace: bility intervals) to both the antecedents and consequéhts o
— , . . commitments; the fact that PROMELA is able to deal with
pay(hp7).orderdel(hpT).cp gy (act).cppy, (viol) numeric variables may be a useful feature towards this ex-
tension.

In this case the only possible diagnosis is that the viotatio
of cpgr is indeed an indirect consequence of the violation
of ¢, .., i.e. the actual diagnosis is:

Another very important line of research would focus on
making the diagnosis process more distributed: curreifitly,
the agentA that is diagnosing a commitmenid observes
pay(hp7).cphpr(viol) the violation of another commitmentd’ (viol) in its trace,
it may infer that such a violation made the violationaod
unavoidable, and returrid’ (viol) as the last element of the
diagnosis otid. One obvious extension would be to invoke

From the point of view oBS, however, it is not apparent

why SH has not delivered the book; this is because the in-
ternal policy of SH is hidden to all the other agents. The > g . o :
bookstore can however now complain with the shipper, andthe debtor otid’ to explain in detail why:id’ was violated.

can inform the customer that the shipper should be blamedit would be interesting to further extend this mechanism to
as responsible for the violation of, s query another agemt’ also in case the violation efd was

made unavoidable by the reception of a messag#) from

. A’. There is a whole other aspect of making the diagnosis

7 Conclusions and Future Work process more distributed, which is more subtle but very in-

Many alternative approaches have been proposed in literateresting: when the diagnoser agehinvokes the Model-

ture to cope with the diagnosis of Multi-Agent Systems. A Checker, it uses its own modgP; of the IP, which replaces

first family of approaches is based agent fault models the internal policies of other agents with their public im-

(e.g.,[Dellarocas and Klein, 2000; Micalizio and Torasso, plementations that allow any output given an input. This

2014) which focus on agents’ failures and their effects can lead to over-optimistic conclusions frafip which may

throughout the system, but do not consider the case of erthink that it is still possible to satisfy the commitmetit

roneous interactions. Coordination failures have beesrtak even when that is not the case; this results in terminatiag th

into account bysocial diagnosigKalech, 2012, which as-  diagnostic process later, returning a diagnosis that is min

sumes that agents are cooperative and willing to share theiimal given the knowledge oft, while it is not so from a

beliefs; in open MAS this assumption does not hold in gen- global point of view.

eral. An alternative approach is the extension of Spectrum- A final line of further research may partially be an alterna-

based Fault Localization for MAS (ESFL-MAS) proposed tive to address this problem. One peculiarity of the progdose

in [Passost al, 2015. The ESFL-MAS approach is model-  diagnostic algorithm compared to most MBD (Model-Based

less and localizes faulty agents by evaluatingirailarity Diagnosis) algorithms is that it returns exactly one diagno

coefficientbetween the current run of the system and the sis. That is due to the fact that it does not try to make hy-

history of past, failed runs of the same system. The advanpotheses for what it does not know: if, e.g., a messagg)

tage of this approach is that it does not require to define anis received by another agedt, the agent4 does not try

explicit model of the system, which is instead implicitlpre  to speculate about whatayhave happened withid’ that

resented by the historical data, not always available,ghpu  causedA’ to reply in that way; however, with public knowl-

in real-world applications. edge about the association between the agents behavior and
In this paper, we have presented a formalization of thetheir decisions, agem may in fact try to infer something

diagnosis of commitment violations in the execution of In- about the decisions made by, even without askingl’ to

teraction Protocols. While there exist several works on thecooperate in the diagnosis. This would likely lead to the

diagnosis of classic workflow-based systems (é\@rbeek  usual explosion of possible diagnoses typical of MBD; and

etal, 2001), for commitment-based IPs most previous pro- it would likely need to be alleviated by the usual means, in

posals only deal with the system monitoring and detectionparticular preference criteria that rank hypotheses based

of violations[Robinson and Purao, 2009; Kafali and Yolum, their likelihood.

2009. To the best of our knowledge, the main exception is
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